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STATE OF NEW YORK

SUPREME COURT

COUNTY OF RENSSELAER

JOHN DENIER, CHRISTOPHER GROARK,RONALD
BROAST,ROBERT E. DISHER,JR. and JESSICA PROPER,

SECOND AMENDED CLASS

Individually, and on behalf of all others similarly situated.

ACTION
COMPLAINT

Plaintiffs,
Index No. 00255851

-againstHon. Andrew 0. Ceresia, J.S.C.
TACONIC BIOSCIENCES,INC.

Defendant.

Plaintiffs JOHN DENIER, CHRISTOPHER GROARK, RONALD BROAST, ROBERT
E. DISHER, JR. and JESSICA PROPER, individually and on behalf of all others similarly

situated, by and through their attorneys, MeNamee Loehner P.C. and Faraei Lange, LLP, as and
for their Complaint against Defendant Taeonic Biosciences, Inc., hereby allege as follows:
INTRODUCTION

1.

Plaintiffs JOHN DENIER, CHRISTOPHER GROARK, RONALD BROAST,

ROBERT E. DISHER, JR. and JESSICA PROPER bring this action on behalf of themselves and
all others similarly situated ("Plaintiffs") against Defendant Taeonic Biosciences, Inc.

("Taconic") as a result of Taconic's failure to safeguard and protect personal identifying
information ("PII") of Plaintiffs in Taconic's custody, control and care.
2.

Specifically, in a letter to former employees dated February 13, 2017, and an

email to current employees dated February 13, 2017, Taconie admitted to its current and certain
former employees ("Taconic Employees") that their 2016 Internal Revenue Service ("IRS")
Wage and Tax Statements ("W-2 Forms") were negligently, recklessly and carelessly provided
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to an unauthorized third party by a Taconic employee. According to Taconic’s admission, the
data breach was the result of a “phishing scam” where an unknown third party sent a Taconic
employee an email requesting the W-2 Forms of Taconic's employees , and Taconic sent the W-2
forms to the third party on January 30, 2017 (the “Data Breach”). Taconic claims that it did not
detect the breach until February 10, 2017, when a similar scam email was sent to Taconic’s
payroll department. The current employees were not notified about the Data Breach until
February 13, 2017, and past employees were notified even later by regular mail. The W-2 Forms
included, among other sensitive information, employees’ full names, addresses and ZIP codes,
wages, and Social Security Numbers.
3.

The exact number of people affected by the Data Breach is currently, unknown,

but it is believed that the affected pool of individuals is greater than 800 people. Not only are the
past and present employees’ PII and W-2 information in the hands of cyber criminals, but upon
information and belief, there has already been misuse of that information by the criminals to
commit various crimes, including tax fraud. Plaintiffs, and others, have been the victims of tax
fraud as a result of this Data Breach.
4.

The Data Breach occurred because Taconic failed to implement adequate and

reasonable cyber-security policies, procedures and other measures to protect their employees’
and former employees’ PII and W-2 information.
5.

Further, upon information and belief, it is believed that Taconic suffered a similar

data breach in 2015, and was the target of several similar phishing scams in 2016. Based on that
prior breach, and the fact that Taconic was frequently targeted in these types of phishing scams
in the months leading up to the Data Breach, Taconic knew, or should have known, that it was a
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target, yet Taconic failed to, among other things, (i) exercise reasonable care and implement
adequate cyber-security policies and procedures, (ii) provide adequate human resource training,
(iii) provide adequate training to employees to recognize common cybersecurity threats, (iv)
develop policies regarding use of email for transmitting sensitive information, (v) limit access to
sensitive data, (vi) store sensitive data separately from other company systems, (vii) require the
use of secure file-transfer protocols for all employees, (viii) provide adequate training on how to
spot “spoofing” or “phishing” emails from unauthorized senders, and (ix) implement—or even
have—adequate cybersecurity breach response plans, policies and procedures to respond to a
data breach.
6.

Prior to and subsequent to the Data Breach, Taconic had a duty to safeguard and

protect the PII and W-2 information of Plaintiffs and their current and former employees
(“Employees”) and Taconic’s actions represent a flagrant disregard of Plaintiffs’ and Employees’
rights, both as to privacy and property.
7.

Plaintiffs bring this class action lawsuit on behalf of themselves and all other

persons whose personal and tax information was provided to cybercriminals by Taconic in the
Data Breach. This includes current employees, who, upon information and belief, are fearful of
retaliation by Taconic if they pursue legal claims against Taconic for the Data Breach.
8.

Plaintiffs and the Class are seeking damages arising from Taconic’s failure to

implement and maintain reasonable and effective security practices to protect their PII and W-2
information.
9.

Due to the Data Breach directly resulting from Taconic’s negligence and lack of

care, Plaintiffs and Employees are, and for the rest of their lives will be, subject to significant
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and ongoing damages, including but not limited to identity theft, credit card theft, fraud, false tax
returns, deprivation of the value of PII; the increased risk of imminent identity theft, credit card
theft, fraud, false tax returns, deprivation of the value of PII; and other harms, and will therefore
seek actual damages, economic damages, attorneys’ fees, litigation expenses, and costs in this
matter.
PARTIES
Plaintiff John Denier
10.

Plaintiff JOHN DENIER resides within the County of Greene, State of New York.

11.

Plaintiff JOHN DENIER is a former employee of Taconic who left employment

there on or about November 15, 2016.
12.

Taconic had a duty to keep confidential and protect Plaintiff JOHN DENIER’s PII

and W-2 information in its possession.
13.

On or about January 30, 2017, Taconic sent Plaintiff JOHN DENEIR’s W-2 Form

to an unauthorized third party cyber-criminal as part of the Data Breach.
14.

Plaintiff JOHN DENIER received notice from Taconic of the Data Breach by

letter from Taconic dated February 13, 2017.
15.

On February 11, 2017, Plaintiff JOHN DENIER received notice from his tax

preparer that his tax return had been rejected and that a fraudulent tax return had been filed in his
name, upon information and belief, using his correct address, Social Security Number and
correct wage information from his 2016 W-2 that he received from Taconic, which was given to
the cyber criminals by Taconic in the Data Breach.
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16.

Plaintiff JOHN DENIER has already suffered tax fraud, and for the rest of his life

will be, subject to significant and ongoing damages, including but not limited to impending
identity theft, credit card theft, fraud, false tax returns, deprivation of the value of PII; and the
increased risk thereof; and other such harms as a direct and proximate result of the Taconic Data
Breach.
Plaintiff Christopher Groark
17.

Plaintiff CHRISTOPHER GROARK resides within the County of Rensselaer,

State of New York.
18.

Plaintiff CHRISTOPHER GROARK is a former employee of Taconic who left

employment there on or about October 2015.
19.

Due to an error by Taconic's human resources department which resulted in

Plaintiff CHRISTOPHER GROARK receiving a nominal payment from Taconic in 2016,
Plaintiff CHRISTOPHER GROARK received a 2016 W-2 Form from Taconic.
20.

Taconic had a duty to keep confidential and protect CHRISTOPHER GROARK’s

PII and W-2 information in its possession.
21.

On or about January 30, 2017, Taconic sent Plaintiff CHRISTOPHER

GROARK’s W-2 Form to an unauthorized third party cyber-criminal as part of the Data Breach.
22.

Plaintiff CHRISTOPHER GROARK received notice from Taconic of the Data

Breach in a letter from Taconic dated February 13, 2017.
23.

On or about March 1, 2017, Plaintiff CHRISTOPHER GROARK received notice

that a fraudulent tax return had been filed in his name, upon information and belief, using his
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address, Social Security Number, and correct wage information from his 2016 W-2 that he
received from Taconic, which was given to cyber-criminals by Taconic in the Data Breach.
24.

Plaintiff CHRISTOPHER GROARK has already suffered tax fraud, and for the

rest of his life will be, subject to significant and ongoing damages, including but not limited to
impending identity theft, credit card theft, fraud, false tax returns, deprivation of the value of PII;
and the increased risk thereof; and other such harms as a direct and proximate result of the
Taconic Data Breach.
Plaintiff Ronald Broast
25.

Plaintiff RONALD BROAST resides within the County of Columbia, State of

New York.
26.

Plaintiff RONALD BROAST is a former employee of Taconic who left

employment with Taconic in or about February 2016.
27.

Taconic had a duty to keep confidential and protect Plaintiff RONALD

BROAST’s PII and W-2 information in its possession.
28.

On or about January 30, 2017, Taconic sent Plaintiff RONALD BROAST’s W-2

Form to an unauthorized third party cyber-criminal as part of the Data Breach.
29.

Plaintiff RONALD BROAST received notice from Taconic of the Data Breach by

letter from Taconic dated February 13, 2017.
30.

Shortly after the Data Breach, Plaintiff RONALD BROAST received notice that

his tax return had been rejected and that a fraudulent tax return had been filed in his name, upon
information and belief, using his correct address, Social Security Number and correct wage
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information from his 2016 W-2 that he received from Taconic, which was given to the cyber
criminals by Taconic in the Data Breach.
31.

Plaintiff RONALD BROAST has already suffered tax fraud, and for the rest of

his life will be, subject to significant and ongoing damages, including but not limited to
impending identity theft, credit card theft, fraud, false tax returns, deprivation of the value of PII;
and the increased risk thereof; and other such harms as a direct and proximate result of the
Taconic Data Breach.
Plaintiff Robert E. Disher, Jr.
32.

Plaintiff ROBERT E. DISHER, JR. resides within the County of Columbia, State

of New York.
33.

Plaintiff ROBERT E. DISHER, JR. is a former employee of Taconic who left

employment there in or about October 2015.
34.

Taconic issued Plaintiff ROBERT E. DISHER, JR. a 2016 W-2 Form because he

received severance payments in 2016.
35.

Taconic had a duty to keep confidential and protect Plaintiff ROBERT E.

DISHER, JR.’s PII and W-2 information in its possession.
36.

On or about January 30, 2017, Taconic sent Plaintiff ROBERT E. DISHER, JR.’s

W-2 Form to an unauthorized third party cyber-criminal as part of the Data Breach.
37.

Plaintiff ROBERT E. DISHER, JR. received notice from Taconic of the Data

Breach by letter from Taconic dated February 13, 2017.
38.

On February 5, 2017, Plaintiff ROBERT E. DISHER, JR. received notice that his

tax return had been rejected and that a fraudulent tax return had been filed in his name, upon
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information and belief, using his correct address, Social Security Number and correct wage
information from his 2016 W-2 that he received from Taconic, which was given to the cyber
criminals by Taconic in the Data Breach.
39.

Plaintiff ROBERT E. DISHER, JR. has already suffered tax fraud, and for the

rest of his life will be, subject to significant and ongoing damages, including but not limited to
impending identity theft, credit card theft, fraud, false tax returns, deprivation of the value of PII;
and the increased risk thereof; and other such harms as a direct and proximate result of the
Taconic Data Breach.
Plaintiff Jessica Proper
40.

Plaintiff JESSICA PROPER resides within the County of Greene, State of New

41.

Plaintiff JESSICA PROPER is a former employee of Taconic who left

York.

employment with Taconic on or about February 2017.
42.

Taconic had a duty to keep confidential and protect Plaintiff JESSICA PROPER’s

PII and W-2 information in its possession.
43.

On or about January 30, 2017, Taconic sent Plaintiff JESSICA PROPER’s W-2

Form to an unauthorized third party cyber-criminal as part of the Data Breach.
44.

Plaintiff JESSICA PROPER received notice from Taconic of the Data Breach by

letter from Taconic dated February 13, 2017.
45.

Plaintiff JESSICA PROPER now faces an imminent risk of future identity theft,

and will be subject to significant and ongoing damages, including but not limited to impending
identity theft, credit card theft, fraud, false tax returns, deprivation of the value of PII; and the
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increased risk thereof; lost time and money expended to mitigate the threat of identity theft;
diminished value of personal information; a loss of privacy; and other such harms as a direct and
proximate result of the Taconic Data Breach.
Defendant Taconic Biosciences, Inc.
46.

Upon information and belief, at all relevant times, Defendant Taconic

Biosciences, Inc. (“Taconic”) was and is a domestic corporation with its principal place of
business located in the County of Columbia, State of New York.
47.

Upon information and belief, Taconic is a privately-owned, worldwide

biotechnology company with its headquarters situated at 1 Discovery Drive, Suite 304,
Rensselaer, New York.
48.

Upon information and belief, Taconic is registered to do business and is located in

Albany County, according to a Certificate of Assumed Name that was filed in the Office of the
Albany County Clerk on September 12, 2014 (Book 14, Page 1300).
49.

Upon information and belief, Taconic employs over 800 employees nationally

and internationally at various facilities and lab sites in the United States and Europe, including
the following locations:
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Rensselaer, New York;



Cambridge City, Indiana;



Germantown, New York;



Cologne, Germany;



Ejby, Denmark;



Borup, Denmark; and
9



Laven, Denmark

(See http://www.taconic.com/customer-service/locations/) (last visited March 28, 2018).
50.

Upon information and belief, Taconic also has or had offices and/or production

facilities in Rensselaer County, New York, Oxnard, California, Maryland and North Carolina,
among other locations, in 2016.
51.

According to its website, Taconic is a “network of facilities and lab sites in the

U.S. and Europe, employing over 800 people”. (See http://www.taconic.com/about-us/companyhistory/) (last visited March 28, 2018).
JURISDICTION AND VENUE
52.

Venue is proper in Rensselaer County, pursuant to CPLR 503(a), because

Rensselaer County is the county in which Plaintiff CHRISTOPHER GROARK resides.
FACTS
53.

Upon information and belief, Taconic maintains records containing PII of its

employees in the regular course of business, including, but not limited, to W-2 Forms and other
wage information.
54.

Taconic, as an employer, has a duty to protect its employees' PII and W-2

information.
55.

Plaintiffs and Employees’ (the other putative class members who are current and

former employees of Taconic), by the very nature of their employment, entrusted their PII and
W-2 information to Taconic.
56.

On or about January 30, 2017, Taconic betrayed Plaintiffs’ and Employees’ trust

by failing to properly safeguard and protect their PII and W-2 information and negligently,
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carelessly and with recklessness released the PII and W-2 information of all employees, past and
present, with 2016 W-2s to unknown third-party cybercriminals.
57.

Specifically, upon information and belief, on or about January 30, 2017, a

Taconic employee in Taconic’s Human Resources Department at its Germantown, New York
office received an email requesting Taconic Employees’ W-2 Forms. The email request was
designed to appear to come from another high ranking Taconic employee, but in reality came
from an unauthorized third party using a similar e-mail address. This is a common data security
breach tactic known as “spoofing”.
58.

The Taconic employee complied with the unauthorized user’s request and sent

Taconic Employees’ W-2 Forms, including Plaintiffs’ W-2 Forms, to the unauthorized user.
59.

Taconic claims that it did not discover the Data Breach until Friday, February 10,

2017, such that the unauthorized user possessed the Plaintiffs’ and Employees’ PII and W-2
information for eleven (11) days before the Data Breach was even discovered.
60.

On Monday, February 13, 2017, Taconic sent an email to “Active Employees who

received a W-2 for 2016”, as affected individuals, notifying them of the Data Breach. The email
stated as follows:
Taconic Biosciences Confidential
To: Active Employees who received a W-2 for 2016
From: David Lester, Senior Vice President, Human Resources
February 13, 2017
I am writing to inform you that on Friday, February 10, I learned that Taconic was the
victim of data theft, specifically a copy of your 2016 W-2 form was obtained by an
unauthorized third party.
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I sincerely apologize for this error. We are taking immediate steps to help you protect
your identity and credit history, as follows:







We have notified the FBI and the Internal Revenue Service of the theft.
We have made arrangements to provide you with identity theft protection
services and credit monitoring at no charge. You will receive a separate letter to
your home address in approximately one week, and we encourage you to enroll in
this service.
We also recommend that you to file IRS Form 14039 (Identity Theft Affidavit) with
the Internal Revenue Service immediately. The form is available via this
link https://www.irs.gov/pub/irs-pdf/f14039.pdf. Under section B, select Box 2
under, and add the following description: “I was recently informed that my W-2
for tax year 2016 was sent to an unauthorized person as a result of an email
phishing scam.”
If you use the services of an accountant or tax preparer make them aware of the
data breach.

The attached FAQ document has been prepared to assist you with many questions you
may have. If you need assistance in taking any of these steps, or have other questions,
please contact Kathleen Proper in Human Resources at Kathleen.Proper@taconic.com
or 518-697-3981. She will answer your questions and assist you in taking the initial steps
noted above.
The data breach was the result of a “phishing scam”, in which an unknown third party
sent a Taconic employee an email that appeared to come from a legitimate Taconic
account, requesting copies of employees’ 2016 W-2 forms. The information was sent on
January 30. The breach was discovered on Friday, February 10th, when a similar scam
email arrived, and our payroll department became suspicious.
In the days ahead, we will re-double our efforts to ensure the security of our data and to
help our employees identify potential scams.
I sincerely regret the inconvenience this incident causes. As a company, and an HR
department, we are committed to the privacy of your information and to working with
you to address this breach in the most appropriate way.
Sincerely,
David Lester
Senior Vice President, Human Resources

61.

Two days later, on Friday, February 15, 2017, Taconic sent another email to

“Active Employees who received a W-2 for 2016”, as affected individuals, notifying them of the
Data Breach. The email stated as follows:
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Taconic Biosciences Confidential
To: Active Employees who received a W-2 for 2016
From: David Lester, Senior Vice President, Human Resources
On Monday, I informed you of a data breach affecting all those who received a Taconic
2016 W-2. I understand how upsetting this news was to you. One of the roles of human
resources to is reduce the angst that an employee may experience, and in this case,
we were the cause. For this I apologize. Resolving this is my top priority, and the all-out
effort that others are providing is what makes Taconic a great place to work. We are
tapping into external experts, who deal with these situations daily, to ensure we are
doing everything that can be done to minimize the damage, assist with recovery and
reduce the likelihood of something like this happening again.
In response to your questions and requests for additional information, please see the
attached frequently asked questions. This includes the questions provided on Monday,
as well as additional information that you may find helpful. If you have a question that is
not covered here, please continue to contact Kathleen Proper, who will either answer
them directly or escalate them to obtain an answer.
We are committed to working with you to resolve this issue and regain your trust.
David Lester
David Lester
Taconic Biosciences
Senior Vice President, Human Resources
One Hudson City Centre
Hudson NY 12534

(emphasis supplied).
62.

Similarly, Taconic sent a letter to former employees who received a 2016 W-2

Form from Taconic, dated February 13, 2017, as affected individuals, notifying them of the Data
Breach.
63.

Thus, Taconic admitted its negligence in releasing the PII and W-2 information,

stating that Taconic was “committed to the privacy of [employees’] information” and would “redouble its efforts to ensure the security of our data.”
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64.

Taconic further admitted is negligence and responsibility for the Data Breach,

stating “On Monday, [Taconic] informed [Plaintiffs and Employees] of a data breach affecting
all those who received a Taconic 2016 W-2. . .One of the roles of human resources is to reduce
the angst that an employee may experience, and in this case, we were the cause.”
65.

Significantly, by Taconic’s own admission, the Taconic Employees were not

informed of the release of their PII and W-2 information until more than two weeks after the
breach, during which time their PII and W-2 information was in the hands of unknown
cybercriminals.
66.

Moreover, Taconic’s admittedly delayed informing the Employees of the Data

Breach after its discovery, and thereafter did not provide credit monitoring or other theft
protection services for several weeks.
67.

By virtue of Taconic’s negligence, carelessness, gross negligence, recklessness

and lack of care, the Taconic Employee’s PII and W-2 information was released to unknown
third party cybercriminals for unfettered use and abuse for nearly one month before any
protective measures were taken by Taconic.
68.

Therefore, upon information and belief, Taconic failed to timely discover the Data

Breach and failed to timely notify Plaintiffs and Employees of the Data Breach.
69.

Upon information and belief, by the time Plaintiffs and Employees received

notice of the Data Breach, many were already the victims of identity theft, including the filing of
fraudulent tax returns, opening fraudulent credit card and other accounts, and other damages.
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The Widespread Prevalence of Spoofing Scams
70.

Email spoofing is the forgery of an email header so that the message appears to

have originated from someone or somewhere other than the actual source. For example, spoofed
email may purport to be from someone in a position of authority, asking for sensitive data such
as passwords, credit card numbers, or other employee information that can be used for a variety
of criminal purposes.
71.

Email spoofing and phishing scams are so prevalent that the Office of New York

Attorney General Eric T. Schneiderman has posted information about the scams and how
consumers and businesses can protect themselves.

(See https://ag.ny.gov/internet/phishing-

information) (last visited March 28, 2018).
72.

Spoofing fraud has been on a steady incline in recent years. The Federal Bureau

of Investigation (“FBI”) issued an alert in April 2016 stating that from October 2013 through
February 2016, law enforcement received reports from over 17,000 victims of “spoofing” scams
which resulted in more than $2.3 billion in losses. Since January 2015, the FBI has seen a 270%
increase in identified victims and exposed loss from spoofing scams.1
73.

Employers defend against phishing and spoofing scams through proper employee

education and implementing company-wide policies requiring the request or transfer of sensitive
personal or financial information only through secure sources to known recipients. Indeed,
employee education and secure file-transfer protocols provide an easy and cost-efficient method
to assist employees in properly identifying fraudulent e-mails and prevent unauthorized access of

1

FBI Warns of Dramatic Increase in Business E-Mail Scams (April 4, 2016), https://www.fbi.gov/phoenix/pressreleases/2016/fbi-warns-of-dramatic-increase-in-business-e-mail-scams (last visited March 28, 2018).
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personal and tax information. From a technical perspective, companies can also greatly reduce
the flow of spoofing e-mails by implementing certain security measures governing e-mail
transmissions, including Sender Policy Framework (SPF), DomainKeys Identified Mail (DKIM),
and Domain- based Message Authentication, Reporting and Conformance (DMARC).
Taconic’s Direct Prior Warnings of Cybersecurity Scams
74.

On March 1, 2016 and January 25, 2017 (5 days prior to the Data Breach), the

IRS issued alerts to payroll and human resources professionals to stay vigilant and be aware of
phishing emails that purport to be from company executives seeking personal information and
W-2's of employees.2
75.

Upon information and belief, prior to the Data Breach, the New York State

Department of Taxation and Finance also provided alerts and guidance to employers advising
them to steer clear of W-2 phishing scams.3
76.

Upon information and belief, Taconic's information technology (IT) department

warned all Taconic employees about fraudulent phishing and spoofing scams on many occasions
in the months leading up to the Data Breach.
77.

Approximately nine (9) months prior to the Data Breach, on April 15, 2016,

Taconic's Senior Global Manager of IT Operations warned all Taconic employees via email
about "Fraudulent Email Phishing Attempts", in pertinent part, as follows:

2

https://www.irs.gov/newsroom/irs-alerts-payroll-and-hr-professionals-to-phishing-scheme-involving-w2s (last
visited March 23, 2018) and https://www.irs.gov/newsroom/irs-states-and-tax-industry-renew-alert-about-form-w2scam-targeting-payroll-human-resource-departments (last visited March 23, 2018)
3
https://www.tax.ny.gov/bus/wt/w2-fraud-employer-info.htm (last visited March 23, 2018)
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Attention Taconic Employees,
There has been an increase with scam phishing attempts through our email system. I
want to take a moment to remind you that you are our greatest protection against
these threats.
The emails in question are masked to look like they are coming from Taconic colleagues.
Senders are requesting money transfers or asking you to click on malicious links
embedded in the email. Please follow these tips if you suspect an email may be
malicious:
 Do not open any emails from untrusted sources!
 If you receive an email from a recognized source and it seems out of the
ordinary, reach out to the recognized source in person or over the
phone to verify. Do not reply to the suspect email.
 If an offer from a stranger appears too good to be true, it probably is.
 If the email seems questionable, contact the service desk for
verification. The Taconic service desk will assist in determining whether
or not the email is truly coming from a legitimate source.
Attached is a PDF document that you can use to help you identify some of the common
characteristics of a socially engineered email phishing attempt.
Thank you for your cooperation

78.

The PDF attached to the Taconic Senior Global Manager of IT Operations' email

was a 2012 information sheet entitled Social Engineering Red Flags.
79.

Approximately seven (7) months prior to the Data Breach, on June 27, 2016,

Taconic's Senior Global Manager of IT Operations again warned all Taconic employees via
email about a "Fraudulent Email Attempt", in pertinent part, as follows:
Attention Taconic Employees,
This morning the service desk has received multiple reports of email phishing attempts
that appear to be coming from Taconic's CEO Bob Rosenthal in an effort to trick you into
responding. Please note that there may be other email messages from existing
executive staff as well.
***
If you happen to receive what appears to be a fraudulent email, please forward the
email message as an attachment to the Taconic Service Desk for further review.
Thank you for your cooperation
{M1411028.1 }
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80.

Approximately six (6) months prior to the Data Breach, on July 12, 2016,

Taconic's Senior Global Manager of IT Operations again warned all Taconic employees via
email about the "Latest Malicious Phishing Attempt", in pertinent part, as follows:
The Taconic Service Desk has just been made aware of another potentially severe Email
Phishing attempt. The message in particular appears to be coming from Office 365.
***
If you have received this message or one similar, please reach out to the Taconic Service
Desk at service.desk@taconic.com.

81.

Upon information and belief, Taconic's IT department provided other pertinent

warnings to Taconic employees concerning fraudulent email scams.
Taconic’s Cyber-Security Failures Despite Warnings
82.

Despite receiving several specific warnings, and despite the widespread

prevalence of “spoofing” and other scams aimed at obtaining confidential information from
American employers, such as Taconic, an employee in Taconic's human resources department
negligently, carelessly and recklessly complied with a fraudulent email scam on January 30,
2017, causing the Data Breach.
83.

Upon information and belief, Taconic provided its employees with unreasonably

deficient cyber-security training or information transfer protocols upon hiring or at any time
prior to the Data Breach.
84.

Upon information and belief, Taconic failed to adequately train and/or educate its

employees charged with protecting Taconic Employees’ PII and W-2 information with respect to
identifying phishing and spoofing scams.
85.

Upon information and belief, Taconic failed to have minimally adequate policies

and procedures in place that would have prevented the Data Breach, including a policy requiring
{M1411028.1 }
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the request and transfer of sensitive personal or financial information be made only through
secure sources.
86.

Indeed, Taconic failed to adequately train its employees on even the most basic of

cyber-security protocols, including:
a. How to detect “phishing” and “spoofing” emails and other scams
including providing employees common examples and guidance on how
to verify if emails are legitimate;
b. Effective encryption and password management including guidelines on
password requirements, how to store passwords, how to share passwords,
and how often to update passwords;
c. Avoidance of clicking on emailed or online links that are suspicious or
from unknown sources;
d. Implementing document retention and destruction guidelines for
maintaining and destroying sensitive data;
e. Locking and limiting access to computers and mobile devices containing
sensitive information; and
f. Protecting sensitive employee information including personal and
financial information by implementing requirements/guidelines on how to
encrypt such information and request the transfer of such information (for
example, only in-person requests) and how to securely send such
information through a secure file transfer system to known recipients.
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87.

Taconic’s failure to adequately provide this basic training is especially egregious

because (i) Taconic was the target of multiple similar fraudulent email scams in the months
leading up to the Data Breach, and (ii) upon information and belief, Taconic has experienced
multiple cyber-security failures prior to the Data Breach, including a breach in 2015.
88.

As a global company with over 800 employees and 1,300 clients in nearly 50

nations, and as the self-styled “industry leader in providing the highest quality scientific services
and rodent models to biomedical researchers worldwide,”4 Taconic knew or should have known
that it was a target for scammers.
89.

Indeed, as a company in the biotechnology field that, upon information and belief,

had previously suffered cyber-security failures, Taconic knew it was a target and should have
implemented adequate employee training and information transfer protocols as well as
Information Technology protocols to prevent this precise type of Data Breach.
90.

Taconic was aware, or should have been aware, that it was a target for scammers

yet failed to implement adequate cyber-security measures because of, upon information and
belief, the costs involved in employee training and upgrading its Information Technology
protocols. As a result, Taconic failed to adequately implement either of the two primary ways to
protect against “phishing” and “spoofing” scams—adequate employee education or adequate
technical security barriers, including necessary security measures governing e-mail transmission
such as SPF, DKIM, and/or DMARC.
91.

Taconic’s breach of its duty to protect the Taconic Employees’ PII and W-2

information is also particularly egregious because Taconic’s Human Resources Department had

4

http://www.taconic.com/about-us/company-history/ (last visited March 28, 2018).
{M1411028.1 }

20

previously demonstrated its ineptitude by failing to properly withhold earnings from certain
employees.

As a result, certain former employees—including Plaintiff CHRISTOPHER

GROARK—who left Taconic in 2015 were nonetheless included in the Data Breach (which
affected 2016 W-2 Forms) because those certain former employees were provided with a
nominal check in 2016 as a mea culpa by Taconic for its human resource failures. Because those
checks were received in 2016, those former employees received W-2 Forms for the $200
payments, and thus were affected in the Data Breach.
92.

Upon information and belief, other prior Taconic employees were included in the

Data Breach because Taconic human resource employees failed to remove them from the system
and W-2's were created for individuals who did not work or receive compensation from Taconic
in 2016.
Taconic’s Inadequate Response to the Data Breach
93.

Taconic has failed to provide adequate compensation to the Plaintiffs and

Employees due to its negligence and failures stemming from the Data Breach.
94.

To date, Taconic has offered Plaintiffs and Employees just two (2) years of

identity theft protection through Experian's ProtectMyID service (at a cost to Taconic of only
$29.99 per Employee), and reimbursement of up to $200 in professional accounting service fees.
95.

Even if an Employee accepts the Experian ProtectMyID service, it will not

provide Employees any compensation for the costs and burdens associated with the fraudulent
tax returns that were filed prior to an Employee signing up for the Experian ProtectMyID
service.
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96.

Upon information and belief, Taconic has not offered Employees any assistance

in dealing with the IRS or state tax agencies.
97.

Nor has Taconic offered to reimburse Employees for the costs—current and

future—incurred as a result of falsely filed tax returns and other damages incurred as a result of
the Data Breach, aside from reimbursement of up to $200 in professional accounting service
fees.
98.

Rather, Taconic has directed current employees not to talk about the Data Breach

to anyone “outside [of] Taconic” and, upon information and belief, has threatened certain
employees with retaliation if they speak with counsel about litigating their claims resulting from
Taconic’s negligence, carelessness, recklessness and wrongdoing.
99.

The Experian ProtectMyID service offered by Taconic is inadequate to protect the

Employees from the threats that they face as a result of the Data Breach. It does nothing to
protect against identity theft, but rather only provides a small measure of assistance after identity
theft has been discovered.

For example, upon information and belief, ProtectMyID only

monitors credit reports, but fraudulent activity, such as a the filing of a false tax return or
medical claim or obtaining a fake driver’s license, may not appear on a credit report. Upon
information and belief, ProtectMyID does not provide real time monitoring of Employees’ credit
cards and bank account statements. Employees must look elsewhere for that service. Upon
information and belief, ProtectMyID does not offer adequate identity theft insurance coverage.
Furthermore, ProtectMyID does not monitor the "Dark Web" to alert customers in the event their
PII appears in such an illicit forum and is offered for sale to cyber-criminals and third parties.
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Thus, providing adequate identity theft protection for the affected Taconic Employees is an
essential component of the relief sought in this case.
Plaintiff Denier Was Victimized Because of the Data Breach
100.

Plaintiff JOHN DENIER was employed by Taconic from on or about October 2,

2000 through November 18, 2016 as the United States Director of Sales.
101.

Taconic maintained Plaintiff JOHN DENIER’s personal and tax information

including his name, address and ZIP code, date of birth, wages, and Social Security Number.
102.

Taconic had a duty to keep Plaintiff JOHN DENIER’s PII and W-2 information

confidential and protected.
103.

Plaintiff JOHN DENIER reasonably relied on Taconic to keep this information

confidential and securely maintained.
104.

On or about February 11, 2017, Plaintiff JOHN DENIER attempted to file his

2016 tax return with the IRS.
105.

Plaintiff JOHN DENIER’s tax return was rejected by the IRS because, according

to the IRS, a tax return using Plaintiff JOHN DENIER’s Social Security Number and W-2 Form
information had already been filed.
106.

On or about February 13, 2017, Plaintiff JOHN DENIER received a letter from

Taconic informing him that his W-2 Form information had been provided to an unauthorized
third party by Taconic as part of the Data Breach.
107.

On or about February 22, 2017, Plaintiff JOHN DENIER received a letter from

the IRS informing him that a 2016 tax return had previously been filed in Plaintiff JOHN
DENIER’s name. When Plaintiff JOHN DENIER received the February 22, 2017 letter from the
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IRS, he knew he was a victim of tax fraud because that previously filed tax return was filed
without Plaintiff JOHN DENIER’s knowledge or consent.
108.

On or about March 3, 2017 letter, Plaintiff JOHN DENIER received another letter

from the IRS informing him that "[s]omeone may have attempted to impersonate [him] by using
[his] name and social security number", and confirming that Plaintiff JOHN DENIER was the
victim of tax fraud, to the extent that a tax return with his personal information for the 2016 tax
year had been filed without his consent.
109.

Taconic’s negligence associated with the Data Breach directly and proximately

caused Plaintiff JOHN DENIER to be a victim of tax fraud.
110.

Plaintiff JOHN DENIER has spent and will continue to spend a significant

amount of time, effort and expense countering the repercussions of the tax fraud and Data
Breach. To date, Plaintiff JOHN DENIER has spent multiple hours on telephone conferences
with his accountant and IRS representatives regarding the status of his 2016 tax return. In
addition, Plaintiff JOHN DENIER has completed and mailed additional IRS forms in order to
simply file his correct 2016 tax return. Further, Plaintiff JOHN DENIER has expended out of
pocket costs related to postage and mileage in countering the tax fraud. Moreover, Plaintiff
JOHN DENIER will continue to experience delays associated with the filing of and receipt of his
2016 tax return. Plaintiff JOHN DENIER is uncertain as to whether he will in fact receive the
approximate $9,700 that was owed to him from his overpayment of taxes in 2016. Finally, as
detailed infra, Plaintiff JOHN DENIER will continue to be at heightened risk for tax fraud and
identify theft and their attendant dangers for the rest of his life, because his Social Security
Number and related PII is in the hands of an unknown cyber-criminal.
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Plaintiff Groark Was Victimized Because of the Data Breach
111.

Plaintiff CHRISTOPHER GROARK was employed as a driver in Taconic’s

transportation department from approximately April 27, 2012 through the time he was laid off on
October 23, 2015.
112.

Taconic maintained Plaintiff CHRISTOPHER GROARK’s personal and tax

information including his name, address and ZIP code, date of birth, wages, and Social Security
Number.
113.

Taconic had a duty to keep Plaintiff CHRISTOPHER GROARK’s PII and W-2

information confidential and protected.
114.

Plaintiff CHRISTOPHER GROARK reasonably relied on Taconic to keep this

information confidential and securely maintained.
115.

On or about February 13, 2017, Plaintiff CHRISTOPHER GROARK received a

letter from Taconic informing him that his W-2 Form information had been provided to an
unauthorized third party as part of the Data Breach.
116.

On or about March 1, 2017, Plaintiff CHRISTOPHER GROARK received a letter

from the IRS asking for additional information in order to process his 2016 tax return.
Specifically, the IRS sought additional information to support an amount related to a tax
withholding.
117.

Plaintiff CHRISTOPHER GROARK's receipt of this letter was alarming to him

because he had not yet filed his 2016 tax return. Thus, the March 1, 2017 IRS letter informed
Plaintiff CHRISTOPHER GROARK that a 2016 tax return had been filed in his name.
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118.

When Plaintiff CHRISTOPHER GROARK received the March 1, 2017 letter

from the IRS, he knew he was a victim of tax fraud because that previously filed tax return was
filed without Plaintiff CHRISTOPHER GROARK’s knowledge, permission or consent.
119.

Taconic’s negligence associated with the Data Breach directly and proximately

caused Plaintiff CHRISTOPHER GROARK to be a victim of tax fraud.
120.

Plaintiff CHRISTOPHER GROARK has spent and will continue to spend a

significant amount of time, effort and expense countering the repercussions of the tax fraud and
Data Breach, including time spent with his accountant and IRS representatives regarding the
status of his 2016 tax return. In addition, Plaintiff CHRISTOPHER GROARK will be required
to prepare and mail additional IRS forms in order to simply file his correct 2016 tax return.
Further, Plaintiff CHRISTOPHER GROARK has expended out of pocket costs related to
postage and mileage in countering the tax fraud.

Moreover, Plaintiff CHRISTOPHER

GROARK will continue to experience delays associated with the filing of his correct 2016 tax
return. Finally, as detailed infra, Plaintiff CHRISTOPHER GROARK will continue to be at
heightened risk for tax fraud and identify theft and their attendant dangers for and their attendant
dangers for the rest of his life, because his Social Security Number and related PII is in the hands
of an unknown cyber-criminal.
121.

Following the Data Breach, Plaintiff CHRISTOPHER GROARK purchased

identity theft protection and monitoring services from LifeLock in order to gain greater
protection than the inadequate ProtectMyID service offered by Taconic.
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Plaintiff Broast Was Victimized Because of the Data Breach
122.

Plaintiff RONALD BROAST was employed as a delivery driver by Taconic for

approximately 21 years, until his employment ended in February 2016.
123.

Taconic maintained Plaintiff RONALD BROAST’s personal and tax information

including his name, address and ZIP code, date of birth, wages, and Social Security Number.
124.

Taconic had a duty to keep Plaintiff RONALD BROAST’s PII and W-2

information confidential and protected.
125.

Plaintiff RONALD BROAST reasonably relied on Taconic to keep this

information confidential and securely maintained.
126.

On or about February 2017, Plaintiff RONALD BROAST attempted to file his

2016 tax return with the IRS.
127.

Plaintiff RONALD BROAST’s tax return was rejected by the IRS because,

according to the IRS, a tax return using Plaintiff RONALD BROAST’s Social Security Number
and W-2 Form information had already been filed.
128.

On or about February 13, 2017, Plaintiff RONALD BROAST received a letter

from Taconic informing him that his W-2 Form information had been provided to an
unauthorized third party by Taconic as part of the Data Breach.
129.

Thereafter, Plaintiff RONALD BROAST received a letter from the IRS informing

him that a 2016 tax return had previously been filed in Plaintiff RONALD BROAST’s name.
When Plaintiff RONALD BROAST received the letter from the IRS, he knew he was a victim of
tax fraud because that previously filed tax return was filed without Plaintiff RONALD
BROAST’s knowledge or consent.
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130.

Taconic’s negligence associated with the Data Breach directly and proximately

caused Plaintiff RONALD BROAST to be a victim of tax fraud.
131.

Plaintiff RONALD BROAST has spent and will continue to spend a significant

amount of time, effort and expense countering the repercussions of the tax fraud and Data
Breach.

To date, Plaintiff RONALD BROAST has spent multiple hours on telephone

conferences with his accountant and IRS representatives regarding the status of his 2016 tax
return. In addition, Plaintiff RONALD BROAST has completed and mailed additional IRS
forms in order to simply file his correct 2016 tax return. Further, Plaintiff RONALD BROAST
has expended out of pocket costs related to postage and mileage in countering the tax fraud.
Moreover, Plaintiff RONALD BROAST will continue to experience delays associated with the
filing of and receipt of his 2016 tax return. As of March 2018, Plaintiff RONALD BROAST is
uncertain as to whether he will in fact receive his 2016 tax refund from New York State. Finally,
as detailed infra, Plaintiff RONALD BROAST will continue to be at imminent risk for tax fraud
and identify theft and their attendant dangers for the rest of his life, because his Social Security
Number and related PII is in the hands of an unknown cyber-criminal.
Plaintiff Disher Was Victimized Because of the Data Breach
132.

Plaintiff ROBERT E. DISHER, JR. was employed by Taconic as a delivery driver

until October 2015.
133.

Taconic maintained Plaintiff ROBERT E. DISHER, JR.'s personal and tax

information including his name, address and ZIP code, date of birth, wages, and Social Security
Number.
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134.

Taconic had a duty to keep Plaintiff ROBERT E. DISHER, JR.'s PII and W-2

information confidential and protected.
135.

Plaintiff ROBERT E. DISHER, JR. reasonably relied on Taconic to keep this

information confidential and securely maintained.
136.

On or about February 5, 2017, Plaintiff ROBERT E. DISHER, JR. attempted to

file his 2016 tax return with the IRS.
137.

Plaintiff ROBERT E. DISHER, JR.'s tax return was rejected by the IRS because,

according to the IRS, a tax return using Plaintiff ROBERT E. DISHER, JR.'s Social Security
Number and W-2 Form information had already been filed.
138.

Thereafter, Plaintiff ROBERT E. DISHER, JR. spent many hours over the course

of the next few days speaking with IRS representatives, notifying credit bureaus of his apparent
identity theft, and filling out fraud forms for the IRS and NYS Department of Taxation.
139.

On or about February 13, 2017, Plaintiff ROBERT E. DISHER, JR.received a

letter from Taconic informing him that his W-2 Form information had been provided to an
unauthorized third party by Taconic as part of the Data Breach.
140.

On or about February 24, 2017, Plaintiff ROBERT E. DISHER, JR. received a

letter from the IRS informing him that a 2016 tax return had previously been filed in Plaintiff
ROBERT E. DISHER, JR.'s name. When Plaintiff ROBERT E. DISHER, JR. received the letter
from the IRS, he knew he was a victim of tax fraud because that previously filed tax return was
filed without Plaintiff ROBERT E. DISHER, JR.'s knowledge or consent.
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141.

On or about March 1, 2017, Plaintiff ROBERT E. DISHER, JR. spent many hours

and traveled 45 miles to a meeting with an IRS field agent in Kingston, New York to discuss the
tax fraud.
142.

On March 24, 2017, Plaintiff ROBERT E. DISHER, JR. was forced to spend an

entire day at a Ford dealership in Pottsville, Pennsylvania in an attempt to obtain financing for a
new vehicle purchase, due to the fraud alerts on his credit, when such a transaction should have
taken far less time.
143.

On or about April 5, 2017, Plaintiff ROBERT E. DISHER, JR. received

notification that an unauthorized person used his PII on the United States Department of
Education's Federal Student Aid (FAFSA) website.
144.

Taconic's negligence associated with the Data Breach directly and proximately

caused Plaintiff ROBERT E. DISHER, JR. to be a victim of tax fraud.
145.

Following the Data Breach, Plaintiff ROBERT E. DISHER, JR. purchased

identity theft protection and monitoring services from LifeLock in order to gain greater
protection than the inadequate ProtectMyID service offered by Taconic.
146.

Plaintiff ROBERT E. DISHER, JR. has spent and will continue to spend a

significant amount of time, effort and expense countering the repercussions of the tax fraud and
Data Breach. To date, Plaintiff ROBERT E. DISHER, JR. has spent multiple hours and has
expended out of pocket costs related to postage and mileage in countering the tax fraud.
Moreover, Plaintiff ROBERT E. DISHER, JR. will continue to be at imminent risk for tax fraud
and identify theft and their attendant dangers for the rest of his life, because his Social Security
Number and related PII is in the hands of an unknown cyber-criminal.
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Plaintiff Proper Was Victimized Because of the Data Breach
147.

Plaintiff JESSICA PROPER was employed by Taconic until on or about February

148.

Taconic maintained Plaintiff JESSICA PROPER's personal and tax information

2017.

including her name, address and ZIP code, date of birth, wages, and Social Security Number.
149.

Taconic had a duty to keep Plaintiff JESSICA PROPER's PII and W-2

information confidential and protected.
150.

Plaintiff JESSICA PROPER reasonably relied on Taconic to keep this

information confidential and securely maintained.
151.

Taconic breached its duty to keep Plaintiff JESSICA PROPER's PII and W-2

information confidential and protected when it caused the Data Breach.
152.

Following the Data Breach, Plaintiff JESSICA PROPER purchased identity theft

protection and monitoring services from Identity Guard in order to gain greater protection than
the inadequate ProtectMyID service offered by Taconic.
153.

Plaintiff JESSICA PROPER did not fall victim to tax fraud immediately

following the Data Breach, like the other Plaintiffs, because she filed her tax returns on the day
Taconic issued her 2016 W-2 Form. Therefore, upon information and belief, any attempt by the
cyber-criminal involved in the Data Breach to file a fraudulent tax return in her name would have
been rejected by the IRS and/or NYS Department of Taxation because Plaintiff JESSICA
PROPER had already filed her returns.
154.

However, Taconic's negligence associated with the Data Breach still directly and

proximately caused Plaintiff JESSICA PROPER to suffer injuries that include: (i) an imminent
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risk of future identity theft; (ii) lost time and money expended to mitigate the threat of identity
theft; (iii) diminished value of personal information; and (iv) a loss of privacy. She will continue
to be at imminent risk for tax fraud and identify theft and their attendant dangers for the rest of
her life, because her Social Security Number and related PII is in the hands of a cyber-criminal.
Effect of the Data Breach on the Taconic Employees
155.

The ramifications of Taconic’s failure to protect the sensitive personal and tax

information of its employees are severe.

Identity thieves can and have used the Taconic

Employees' W-2 Form information (which has the employees' PII including their Social Security
Numbers), which was provided to the third-party cybercriminal in the Data Breach, to perpetrate
a wide variety of crimes, including tax fraud. The Taconic Employees' are now at imminent risk
for injury for the rest of their lives.
156.

Access to W-2 information permits identity thieves to quickly and easily file

fraudulent tax returns using the victim’s information to obtain a fraudulent refund. The IRS will
direct-deposit the refund to the bank account or prepaid debit card (which are virtually
untraceable) provided by the fraudster.
157.

According to the IRS, tax-refund fraud is expected to account for $21 billion in

2016, up from $6.5 billion two years ago. One of the primary reasons for this rapid growth is
that it only takes a name, date of birth and Social Security number to file a fraudulent return, and
the fraud is typically not detected until after the fraudulent refund has been disbursed and the
criminals have long disappeared.
158.

The stolen W-2 information also permits identity thieves to commit other types of

fraud including signing up for fraudulent credit cards and loan accounts, as well as various types
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of government fraud such as changing immigration status using the victim’s name, obtaining a
driver’s license or identification card in the victim’s name but with another’s picture, using the
victim’s information to obtain government benefits, obtaining a job, procuring housing, or even
giving false information to police during an arrest.

In the medical context, stolen W-2

information can be used to submit false insurance claims, obtain prescription drugs or medical
devices for black-market resale, or get medical treatment in the victim’s name.
159.

The U.S. Social Security Administration (SSA) warns that “[i]dentity theft is one

of the fastest growing crimes in America.”5 “Identity thieves can use [the victim’s] number and
your good credit to apply for more credit in [the victim’s] name. Then, they use the credit cards
and do not pay the bills. [The victim] may not find out that someone is using your number until
[the victim is] turned down for credit or [] begin[s] to get calls from unknown creditors
demanding payment for items [the victim] never bought.”6 In short, “[s]omeone illegally using
your Social Security number and assuming your identity can cause a lot of problems.”7
160.

Under SSA policy, individuals cannot obtain a new Social Security Number until

there is evidence of ongoing problems due to misuse of the Social Security Number. Even then,
the SSA recognizes that “a new number probably will not solve all your problems. This is
because other governmental agencies (such as the IRS and state motor vehicle agencies) and
private businesses (such as banks and credit reporting companies) will have records under your

5

Identity Theft And Your Social Security Number, Social Security Administration (Dec. 2013),
http://www.ssa.gov/pubs/EN-05-10064.pdf (last visited March 28, 2018).
6
Id.
7
Id.
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old number. Along with other personal information, credit reporting companies use the number
to identify your credit record. So using a new number will not guarantee you a fresh start.” 8
161.

In fact, a new Social Security Number is substantially less effective where “other

personal information, such as [the victim’s] name and address, remains the same” and for some
victims, “a new number actually creates new problems. If the old credit information is not
associated with [the victim’s] new number, the absence of any credit history under your new
number may make it more difficult for [the victim] to get credit.”9
162.

As a result, Plaintiffs and members of the Class have already experienced misuse

of their PII and W-2 information, or now face a real and immediate risk of identity theft, tax
fraud, and other problems associated with the negligent, careless, and reckless unauthorized
disclosure of their PII and W-2 information, and will need to monitor their credit and tax filings
for an indefinite duration.
163.

The processes of discovering and dealing with the repercussions of identity theft

are time consuming and difficult. The Bureau of Justice Statistics found that “among victims
who had personal information used for fraudulent purposes, 29% spent a month or more
resolving problems.”10
164.

Additionally, there is commonly lag time between when harm occurs and when it

is discovered, and also between when personal information is stolen and when it is used.
According to the U.S. Government Accountability Office, which conducted a study regarding
data breaches:
8

Id.
Id.
10
Erika Harrell and Lynn Langton, Victims of Identity Theft, 2012, (Bureau of Justice Statistics
Dec. 2013), http://www.bjs.gov/content/pub/pdf/vit12.pdf (last visited March 23, 2018).
9
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[L]aw enforcement officials told us that in some cases, stolen data may be held
for up to a year or more before being used to commit identity theft. Further, once stolen
data have been sold or posted on the Web, fraudulent use of that information may
continue for years. As a result, studies that attempt to measure the harm resulting from
data breaches cannot necessarily rule out all future harm.11
165.

There is a very strong probability that those impacted by the Data Breach could be

at risk of fraud and identity theft for extended periods of time. Many of the named Plaintiffs
herein, and upon information and belief members of the Class, have already suffered tax fraud
for the 2016 tax season, and the named Plaintiffs and members of the Class are likely to be prime
targets for tax fraud and other identity theft problems for the rest of their lives given the nature of
the information that was provided to the cyber-criminals.
166.

Upon information and belief, even the Taconic Employees' retirement accounts at

Transamerica Retirement Solutions ("Transamerica") were affected by the Data Breach. Prior to
the Data Breach, employees could access their Transamerica retirement accounts simply by
providing their Social Security Number to a Transamerica employee over the phone. In or about
March 2017, a Taconic Employee had a $20,000.00 disbursement from her Transamerica
account redirected by an unknown/unauthorized third-party who gained access to her account
and changed information in her account, including changing the delivery address for the
disbursement and her mother's maiden name, which Transamerica used as a secondary account
confirmation/access method. Upon information and belief, the person who wrongfully diverted
these funds from Transamerica did so with the use of PII obtained as a result of the Data Breach.

11

U.S. Government Accountability Office, GAO Report to Congressional Requesters, Data Breaches Are Frequent,
but Evidence of Resulting Identity Theft Is Limited; However, the Full Extent Is Unknown (June 2007),
http://www.gao.gov/new.items/d07737.pdf (last visited March 23, 2018).
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167.

Following the Data Breach, Taconic offered affected individuals two free years of

ProtectMyID credit monitoring services from Experian. Although credit monitoring can help
detect fraud after it has already occurred, it has very little value as a preventive measure and does
nothing to prevent fraudulent tax filings or other illicit identity theft activities.
168.

The free, two-year ProtectMyID service offered to Taconic Employees as a result

of the Data Breach is insufficient to protect Plaintiffs and the Class from the immediate,
imminent risks and harms that they face, including identity theft. Instead, it only provides
various measures to detect identity theft once it has already been committed. For example,
ProtectMyID monitors credit reports, performs internet scans, and provides address change
alerts. Notably, fraudulent activity, such as the filing of a false tax return, may not appear on a
credit report. Additionally, ProtectMyID does not provide real time monitoring of credit cards
and bank account statements. Rather, the included protections for ProtectMyID membership
only help replace credit, debit and medical cards. Furthermore, ProtectMyID does not monitor
the "Dark Web" to alert customers in the event their PII appears in such an illicit forum and is
offered for sale to cyber-criminals and third parties. Although ProtectMyID offers up to $1
million of identity theft insurance, the coverage afforded is limited and often duplicative of (or
inferior to) basic protections provided by banks and credit card companies.
169.

Many websites that rank identity theft protection services are critical of

ProtectMyID, calling it "among the least expensive identity-theft-protection services we
reviewed, but it offered little protection" and has "[r]udimentary financial activity monitoring"
with "[v]ery little personal information protection".12 ProtectMyID received 2/5 stars based on

12

https://www.tomsguide.com/us/protectmyid,review-2812.html (last visited March 28, 2018)
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reviews from Consumer Affairs.13

One prominent resource even said that "[w]e left

ProtectMyID off our list of recommended companies because the company's customer service
isn't on par with our higher-ranked companies. It has very limited customer support hours, no
online chat option, and lots of negative online reviews about customer service."14
170.

Accordingly, Plaintiffs and the Class cannot justifiably expect ProtectMyID to

offer them services and protections that they need in order to protect themselves from the fallout
of the Data Breach.
171.

Indeed, as a direct and/or proximate result of Taconic's wrongful actions and/or

inaction and the resulting Data Breach, Plaintiffs and the Class have been deprived of the value
of their PII, for which there is a well-established national and international market. For example,
stolen PII is often sold on the cyber black market, or "Dark Web", to individuals focused on
committing fraud or needing or wanting a new identity.
172.

Upon information and belief, the third-party cyber-criminal who initiated the

phishing scam, causing Taconic to respond and cause the Data Breach, targeted the PII of the
Plaintiffs and the Class in order to use that information for nefarious and criminal purposes,
including offering the Employees' compromised PII for sale on the Dark Web.
173.

As of March 21, 2018 and March 23, 2018, PII belonging to Plaintiffs JOHN

DENIER, CHRISTOPHER GROARK, RONALD BROAST and ROBERT E. DISHER, JR. is
actively for sale to criminals on the Dark Web.
174.

Upon information and belief, the PII for every single Plaintiff and Class member

that was compromised as part of the Data Breach has been used illegally or fraudulently, and/or
13
14

https://www.consumeraffairs.com/finance/protectmyid.html (last visited March 28, 2018)
https://www.asecurelife.com/identity-theft-protection-reviews/ (last visited March 28, 2018)
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is currently for sale, or has been offered for sale, to criminals for illegal use on the Dark Web, in
the same illicit marketplace.
175.

In addition, as of March 23, 2018, the PII belonging to multiple Taconic

employees who are excluded as members of the Class due to their employment positions at
Taconic is also actively for sale to criminals on the Dark Web in the exact same illicit
marketplace that the PII of numerous other Taconic employees was found for sale.
176.

As a result of Taconic’s negligent, careless and reckless cyber-security practices,

Plaintiffs and the Class have all been injured in that their PII and W-2 information has been
provided to a cyber-criminal and, in some cases, already used for fraudulent purposes.
177.

As a result of Taconic’s negligent, careless and reckless cyber-security practices,

Plaintiffs JOHN DENIER, CHRISTOPHER GROARK, RONALD BROAST and ROBERT E.
DISHER, JR., and others in the Class have already been victims of identity theft, and misuse of
their PII and W-2 information including tax fraud and credit card fraud.
178.

As a result of Taconic’s negligent, careless and reckless cyber-security practices,

Plaintiffs and the Class are all at a heightened and imminent risk of identity theft; fraud and
misuse of their PII in the future for the rest of their lives.
179.

Plaintiffs and the Class must now and in the future closely monitor their financial

accounts to guard against identity theft and tax fraud. Plaintiffs and the Class may be faced with
fraudulent debt, or incur costs for, among other things, paying monthly or annual fees for identity
theft and credit monitoring services, obtaining credit reports, credit freezes, and other protective
measures to deter, detect, and mitigate the risk of identity theft, fraud and misuse.
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180.

The injuries suffered by Plaintiffs and members of the Class as a direct and

proximate result of the Data Breach include, but are not limited, to:
a. Theft of their valuable PII and W-2 tax information;
b. Loss or delay of tax refunds as a result of fraudulently filed tax returns,
including but not limited to the deprivation of the time value of their money due
to delay in receiving refunds and the requirement that in the future they file
paper returns or use special PIN codes, thus ensuring that future tax refunds will
also be delayed;
c. Costs associated with the detection and prevention of identity theft and
unauthorized use of their personal information and financial, business, banking,
and other accounts;
d. Costs associated with time spent and the loss of productivity from taking time to
address and attempt to ameliorate, mitigate, and deal with the actual and future
consequences of the Data Breach, including working with the IRS to correct
fraudulent tax filings, finding fraudulent charges, cancelling credit cards,
purchasing credit monitoring and identity theft protection services, placing
fraud alerts on their accounts, the imposition of withdrawal and purchase limits
on compromised accounts, and the stress, nuisance, and annoyance of dealing
with all issues resulting from the Data Breach;
e. The imminent and certain impending injury flowing from fraud and identify
theft posed by their personal information being placed in the hands of hackers;
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f. Damages to and diminution in value of their personal information entrusted to
Taconic for purpose of maintaining employment;
g. Continued risk to affected individuals’ personal information, which remains in
the possession of Taconic and which is subject to further breaches so long as
Taconic fails to undertake appropriate and adequate measures to protect the
personal information that affected individuals entrusted to Taconic;
h. Emotional distress; and
i. Feat and anxiety of their PII and W-2 information being misused.
CLASS ACTION ALLEGATIONS
181.

Plaintiffs incorporate by reference all of the paragraphs alleged above.

182.

Plaintiffs brings this action on behalf of themselves and as a class action under

Article 9 of the CPLR, seeking damages and equitable relief on behalf of the following class:
All persons whose personal and tax information was given by Taconic to a thirdparty cybercriminal as a result of the Data Breach, which occurred on or about
January 30, 2017 (the “Class”).
183.

Excluded from the Class are: Taconic Biosciences, Inc., including any entity in

which Taconic has a controlling interest, is a parent or subsidiary, or which is controlled by
Taconic, as well as its officers, directors, and legal representatives. Also excluded are the judges
and court personnel in this case and any members of their immediate families.
184.

Upon information and belief, the scope of the Class may be further refined after

discovery from Taconic and/or third parties.
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185.

The exact number of members of the Class, as identified above, is not known to

Plaintiffs at this time, but upon information and belief is approximately 665 persons, and is
sufficiently numerous such that joinder of individual members herein is impracticable.
186.

All members of the proposed Class are readily ascertainable by objective criteria.

Taconic has access to addresses and other contact information for members of the Class, which
can be used for providing notice to the Class.
187.

Common questions of law and fact exist as to all members of the Class. Such

questions of law and fact common to the Class includes, but are not limited to:
a.

Whether Taconic's conduct of providing the Taconic Employees' PII and W-2
information to an unauthorized third-party cyber-criminal was negligent, grossly
negligent, careless and / or reckless;

b.

Whether Taconic owed a duty to Plaintiffs and members of the Class to
adequately protect their sensitive PII and W-2 information;

c.

Whether Taconic breached its duty to adequately protect the sensitive PII and
W-2 information of Plaintiffs and members of the Class;

d.

Whether Taconic should have known its data systems and processes were
vulnerable to attack; and

e.

Whether Plaintiffs and members of the Class suffered damages as a result of
Taconic’s conduct.

188.

Plaintiffs’ claims are typical of the claims of the members of the Class, and

Plaintiffs will fairly and adequately protect the interests of the Class.
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189.

Plaintiffs and all members of the Class are similarly affected by Taconic’s

wrongful conduct in that their PII and W-2 information was exposed to unauthorized users in
violation of law.
190.

The questions of law and fact common to the members of the Class predominate

over any questions affecting only individual members, including legal and factual issues relating
to liability and damages.
191.

Plaintiffs’ claims arise out of the same common course of conduct giving rise to

the claims of the other members of the Class. Plaintiffs’ interests are coincident with, and not
antagonistic to, those of the other members of the Class. Plaintiffs will fairly and adequately
protect the interest of the respective class members in that Plaintiffs have such a plain, direct, and
adequate interest in the outcome of the controversy to assure the adequacy of the presentation of
the issued involved herein. Plaintiffs have no interest which is adverse to any interest of the
class members.
192.

Plaintiffs’ claims herein are typical of the claims of the class, in that the claims of

all members of the class, including Plaintiffs’ depend on a showing of the acts and omissions of
Taconic giving rise to the right of Plaintiffs to the relief sought.
193.

The members of the putative class are mutually and commonly aggrieved and the

relief sought is common to the entire class and, if granted, would commonly benefit the entire
class.
194.

Plaintiffs are represented by counsel who are competent and experienced in class

action litigation, including the data breach class action litigation.
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195.

Class action treatment is a superior method for the fair and efficient adjudication

of this controversy, in that, among other things, such treatment will permit a large number of
similarly situated persons to prosecute their common claims in a single forum simultaneously,
efficiently and without the unnecessary duplication of evidence, effort and expense that
numerous individual actions would engender. The benefits of proceeding through the class
mechanism, including providing injured persons or entities with a method for obtaining redress
for claims that might not be practicable to pursue individually, substantially outweigh any
difficulties that may arise in management of this class action.
196.

The prosecution of separate actions by individual members of the Class would

create a risk of inconsistent or varying adjudications, establishing incompatible standards of
conduct for Taconic.
197.

Class action treatment is superior to other available methods for the fair and

efficient adjudication of the controversy.
198.

Absent class certification, individual litigation of claims would be unreasonably

expensive, burdensome upon the court, and would waste resources otherwise available to
compensate the class.
199.

This action has been commenced within the time limited by statute for the

commencement of such an action.
200.

This action has been commenced in accordance with the requirements of CPLR

Article 9.
201.

The amount of damages sought in this action exceeds the jurisdictional limits of

all lower courts which would otherwise have jurisdiction.
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AS AND FOR A FIRST CAUSE OF ACTION
(Negligence)
(On Behalf of Plaintiffs and the Class)
202.

Plaintiffs incorporate all prior paragraphs as though fully set forth herein.

203.

Taconic owed a duty to Plaintiffs and the Class to exercise reasonable care in

obtaining, securing, safeguarding, properly disposing of and protecting Plaintiffs’ and Class
members’ PII and W-2 information within its control from being compromised by or provided to
unauthorized third parties, lost, stolen, accessed and misused by unauthorized persons. This duty
includes, among other things, designing, maintaining and testing Taconic’s security systems to
ensure that Plaintiffs’ and Class members’ information in Taconic’s possession was adequately
secured and protected and that employees tasked with maintaining such information were
adequately trained on cyber- security measures regarding the security of employees’ PII and W-2
information.
204.

Taconic owed a duty of care to Plaintiffs and members of the Class to provide

security, consistent with industry standards, to ensure that its systems and networks, including email traffic and the personnel responsible for navigating the same, adequately protected the PII
and W-2 information of its current and former employees.
205.

Taconic owed a duty of care to Plaintiffs and members of the Class because they

were foreseeable and probable victims of any inadequate security practices.
206.

Taconic knew or should have known of the inherent risks in collecting and storing

the PII and W-2 information of Plaintiffs and members of the Class, the critical importance of
providing adequate security of that information, and that it had inadequate employee cybersecurity training and IT security protocols in place to secure that PII and W-2 information.
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207.

Plaintiffs and members of the Class reasonably relied upon Taconic to safeguard

their information, and Taconic was in a position to protect against the harm suffered by Plaintiffs
and members of the Class as a result of the Data Breach.
208.

Taconic’s conduct created a foreseeable risk of harm to Plaintiffs and members of

the Class.
209.

It is known in industry that employers, especially large employers like Taconic,

are the target of data breaches for their employees’ PII and W-2 information.
210.

Upon information and belief, Taconic knew from prior data security failures at

Taconic that Taconic was at risk for a data breach. Further, Taconic knew that it was a prime
target for hackers and/or spoofers, as evidenced by the multiple email warnings that Taconic's IT
department sent to Taconic employees in 2016, yet it did not implement adequate and reasonable
employee cyber-security training or information transfer protocols and failed to implement
adequate and reasonable security procedures and practices aimed at detecting and preventing
common e-mail scams.
211.

Through its acts and omissions described herein, Taconic unlawfully breached its

duty to use reasonable care to protect and secure the PII and W-2 information of Plaintiffs and
the Class in Taconic’s possession and control.
212.

Taconic’s negligence was the proximate cause in causing the harm to Plaintiffs

and members of the Class. Indeed, Taconic admitted that it was the cause of the Data Breach.
213.

As a direct and proximate result of Taconic’s failure to implement and maintain

adequate security measures to protect its current and former employees’ personal and tax
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information, the PII and W-2 information of Plaintiffs and members of the Class would not have
been stolen, and they would not have suffered harm or be at imminent risk of harm in the future.
214.

Neither Plaintiffs nor other members of the Class contributed to the Data Breach,

nor did they contribute to Taconic’s use of insufficient security measures to safeguard the
Taconic Employees’ PII and W-2 information.
215.

As a direct and proximate result of Taconic’s failure to implement reasonable

security measures to protect the Taconic Employees' personal and tax information, the Taconic
Employees have suffered harm and risk of imminent harm.
216.

The public policy of preventing future harm supports finding a special

relationship between Taconic and its employees, who were required to provide their PII and tax
information to their employer. It was foreseeable to Taconic that collecting large amounts of
employee personal and tax information without adequate data security practices and policies
would lead to improper disclosure of such information and cause injuries to employees. There is
a causal connection between Taconic’s negligence and the injuries that Plaintiffs and the Class
suffer. If entities are not held accountable for such negligence, they will not take needed steps to
protect the personal and tax information they collect from individuals.
217.

As a direct and proximate cause of Taconic’s breaches of its aforementioned

duties, Plaintiffs and members of the Class have been seriously and permanently damaged by the
breach of their PII and W-2 information. Specifically, Plaintiffs and members of the Class have
been injured by, among other things: (1) the loss of the opportunity to control how their PII and
W-2 information is used; (2) the diminution in the value and/or use of their PII and W-2
information entrusted to Taconic for the purpose of deriving employment from Taconic and with
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the expectation that Taconic would safeguard their PII and W-2 information against disclosure
and not allow access and misuse of their PII and W-2 information by others; (3) the compromise,
publication, and/or theft of their PII and W-2 information; (4) out-of-pocket costs associated with
the prevention, detection, and recovery from identity theft and/or unauthorized use of financial
and medical accounts; (5) lost opportunity costs associated with effort expended and the loss of
productivity from addressing and attempting to mitigate the actual and future consequences
of the breach, including but not limited to efforts spent researching how to prevent, detect,
contest and recover from identity and health care/medical data misuse; (6) costs associated with
the ability to use credit and assets frozen or flagged due to credit misuse, including complete
credit denial and/or increased costs to use credit, credit scores, credit reports and assets; (7)
unauthorized use of compromised PII and W-2 information to open new financial and/or health
care or medical accounts; (8) tax fraud and/or other unauthorized charges to financial, health care
or medical accounts and associated lack of access to funds while proper information is confirmed
and corrected; (9) the continued risk to their PII and W-2 information, which remains in
Taconic's possession and are subject to further breaches so long as Taconic fails to undertake
appropriate and adequate measures to protect the PII and W-2 information in its possession; and
(10) future costs in terms of time, effort and money that will be expended to prevent, detect,
contest, and repair the impact of the PII and W-2 information compromised as a result of the
Data Breach for the remainder of the Plaintiffs' and Class members' lives.
218.

Plaintiffs and the Class have suffered economic loss, anxiety and emotional

distress which are ongoing and continuing in nature.
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219.

Plaintiffs and the Class seek injunctive relief, economic and compensatory

damages, punitive damages, and other and further relief as this Court deems just and proper.
AS AND FOR A SECOND CAUSE OF ACTION
(Gross Negligence)
220.

Plaintiffs incorporate by reference all of the paragraphs alleged above.

221.

As a condition of Plaintiffs’ and Employees’ employment with Taconic, they

were obligated to provide Taconic with certain PII and W-2 information.
222.

Taconic, by virtue of its status as an employer, had full knowledge of the

sensitivity of such PII and W-2 information, and therefore had a duty to exercise reasonable care
in holding, safeguarding and protecting that information.
223.

Taconic, its agents, servants and employees had a duty to protect the PII and W-2

information in its custody and control.
224.

Taconic, its agents, servants and employees owned a duty of trust and confidence

to Plaintiffs and Employees not to disclose their PII and W-2 information.
225.

Taconic, its agents, servants and employees had a duty to ensure that Plaintiffs’

and Employees’ PII and W-2 information were kept and maintained in a secure manner to ensure
data privacy and confidentiality.
226.

Taconic, its agents, servants and employees had a duty to ensure that such agents,

servants and employees were properly trained on the proper use and disclosure of PII and W-2
information.
227.

Taconic, its agents, servants and employees owned a duty to timely discover any

breach of Plaintiffs’ and Employees’ PII and W-2 information.

{M1411028.1 }

48

228.

Taconic, its agents, servants and employees owned a duty to timely notify

Plaintiffs and Employees of any breach, compromise, or disclosure of their PII and W-2
information.
229.

Taconic breached the aforesaid duties owed to Plaintiffs, Employees and those

similarly situated.
230.

Taconic committed, at a minimum, the following acts and omissions of

negligence in connection with the conduct and events alleged herein:
a. Taconic provided the PII and W-2 information of the Plaintiffs and the
Class to an unauthorized third party cyber-criminal(s), who have used the
Taconic Employees' information to commit fraud;
b. Taconic failed to exercise reasonable care to safeguard and protect the PII
and W-2 information of Plaintiffs’, Employees’ and those similarly
situated;
c. Taconic failed to adequately monitor, audit and oversee the security of
their systems, policies, procedures and protocols regarding PII and W-2
information;
d. Taconic failed to establish policies, procedures and processes to protect
the PII and W-2 information from wrongful disclosure;
e. Taconic failed to properly train employees who had access to PII and W-2
information as to such policies, procedures and processes;
f. Taconic failed to prevent the unauthorized access and/or disclosure of the
PII and W-2 information;
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g. Taconic failed to timely discover the release and disclosure of the PII and
W-2 information;
h. Taconic failed to timely notify Plaintiffs, Employees and those similarly
situated that their PII and W-2 information was provided and/or disclosed
by Taconic to an unauthorized third party;
i. Taconic failed to timely provide any credit monitoring or theft protection
services to prevent identify theft and fraud due to its release of the PII and
W-2 information; and
j. Taconic otherwise failed to comply with industry standards in maintaining
the security of PII and W-2 information.
231.

Taconic's aforesaid conduct in causing and responding to the Data Breach was

performed with a reckless indifference to the rights of Plaintiffs and the other Taconic
Employees, to whom Taconic owed a duty.
232.

Taconic failed to exercise even slight care or diligence in its protection of the PII

and W-2 information of the Plaintiffs and Class Members, as evidenced through its conduct
causing the Data Breach.
233.

Specifically, Taconic had general notice of phishing and spoofing scams, and

specific notice, in the form of multiple emails from Taconic's IT department, warning about the
very phishing and spoofing scams that, coupled with Taconic's gross negligence, caused the Data
Breach.
234.

Taconic failed to exercise even slight care or diligence in its protection of the PII

of the Plaintiffs and Class Members, as evidenced through its response to the Data Breach.
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235.

Taconic's reckless disregard and gross negligence was the direct and proximate

cause of Plaintiffs’ and the Class’ injuries, and said injuries were foreseeable.
236.

As a direct and proximate cause of Taconic’s breaches of its aforementioned

duties, Plaintiffs and members of the Class have been seriously and permanently damaged by the
breach of their PII and W-2 information. Specifically, Plaintiffs and members of the Class have
been injured by, among other things: (1) the loss of the opportunity to control how their PII and
W-2 information is used; (2) the diminution in the value and/or use of their PII and W-2
information entrusted to Taconic for the purpose of deriving employment from Taconic and with
the expectation that Taconic would safeguard their PII and W-2 information against disclosure
and not allow access and misuse of their PII and W-2 information by others; (3) the compromise,
publication, and/or theft of their PII and W-2 information; (4) out-of-pocket costs associated with
the prevention, detection, and recovery from identity theft and/or unauthorized use of financial
and medical accounts; (5) lost opportunity costs associated with effort expended and the loss of
productivity from addressing and attempting to mitigate the actual and future consequences
of the breach, including but not limited to efforts spent researching how to prevent, detect,
contest and recover from identity and health care/medical data misuse; (6) costs associated with
the ability to use credit and assets frozen or flagged due to credit misuse, including complete
credit denial and/or increased costs to use credit, credit scores, credit reports and assets; (7)
unauthorized use of compromised PII and W-2 information to open new financial and/or health
care or medical accounts; (8) tax fraud and/or other unauthorized charges to financial, health care
or medical accounts and associated lack of access to funds while proper information is confirmed
and corrected; (9) the continued risk to their PII and W-2 information, which remains in
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Taconic's possession and are subject to further breaches so long as Taconic fails to undertake
appropriate and adequate measures to protect the PII and W-2 information in its possession; and
(10) future costs in terms of time, effort and money that will be expended to prevent, detect,
contest, and repair the impact of the PII and W-2 information compromised as a result of the
Data Breach for the remainder of the Plaintiffs' and Class members' lives.
237.

By reason of the foregoing, Plaintiffs, Employees and the Class members have

been injured and are entitled to damages in an amount to be determined at trial, including, but
not limited to, monetary damages and expenses for adequate and proper credit and identity theft
monitoring and insurance, periodic credit reports, anxiety, emotional distress, loss of privacy and
other ordinary, incidental, punitive and consequential damages, as well as attorneys' fees for the
prosecution of this action.
AS AND FOR A THIRD CAUSE OF ACTION
(Negligent Hiring, Retention & Supervision)
238.

Plaintiffs reallege and incorporate by reference all prior allegations as if fully set

forth herein.
239.

Upon information and belief, the person responsible for disclosing the Plaintiffs’

and Employees’ PII and W-2 information to the unauthorized third-party, which comprised the
Data Breach, was an employee of Taconic.
240.

Upon information and belief, the employee responsible for disclosing the PII and

W-2 information in the Data Breach was a member of Taconic's human resources department.
241.

Upon information and belief, Taconic had a duty to adequately train and supervise

the Taconic employee that caused the Data Breach, and Taconic breached this duty by failing to
or negligently training and supervising said employee.
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242.

Upon information and belief, the Data Breach, caused by this Taconic employee,

occurred on Taconic’s premises and using Taconic’s computers and equipment.
243.

Upon information and belief, Taconic knew or shown have known that said

employee had a propensity for negligent behavior with respect to protecting sensitive
information prior to the Data Breach.
244.

Accordingly, Taconic is liable to Plaintiffs and Employees for negligently hiring,

retaining and supervising said Taconic employee that caused the Data Breach.
245.

By reason of the foregoing, Plaintiffs and the Class members have been injured

and are entitled to damages in an amount to be determined at trial, including, but not limited to,
monetary damages and expenses for adequate and proper credit and identity theft monitoring and
insurance, periodic credit reports, anxiety, emotional distress, loss of privacy and other ordinary,
incidental, punitive and consequential damages, as well as attorneys' fees for the prosecution of
this action.
AS AND FOR A FOURTH CAUSE OF ACTION
(Breach of Implied Contract)
246.

Plaintiffs reallege and incorporate by reference all prior allegations as if fully set

forth herein.
247.

Taconic Employees provided their PII and W-2 information in connection with

their employment with Taconic in order to verify their identity, receive compensation and in
order for Taconic to have complete employee records for tax purposes, among other things.
248.

Plaintiffs and Employees provided various forms of PII and W-2 information to

Taconic as a condition precedent to their employment with Taconic, or in connection with
employer sponsored benefits.
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249.

Understanding the sensitive nature of PII and W-2 information, Taconic implicitly

promised Plaintiffs and Employees that it would take adequate measures to protect their PII and
W-2 information.
250.

Indeed, a material term of this contract is a covenant by Taconic that it will take

reasonable efforts to safeguard Employees’ PII and W-2 information.
251.

Taconic’s current and former employees, including Plaintiffs, relied upon this

covenant and would not have disclosed their PII and W-2 information without assurances that it
would be properly safeguarded. Moreover, the covenant to adequately safeguard the Plaintiffs’
and Employees’ PII and W-2 information is an implied term, to the extent it is not an express
term.
252.

Plaintiffs and Employees fulfilled their obligations under the contract by

providing their PII and W-2 information to Taconic.
253.

Taconic, however, failed to safeguard and protect Plaintiffs’ and Employees’ PII

and W-2 information. Taconic’s breach of its obligations under the contract between the parties
directly caused Plaintiffs and Employees to suffer injuries.
254.

Plaintiffs, on behalf of themselves and those similarly situated, respectfully

request that this Court award all relevant damages for Taconic’s breach of contract.
AS AND FOR A FIFTH CAUSE OF ACTION
(Breach of Contract)
255.

Plaintiffs reallege and incorporate by reference all prior allegations as if fully set

forth herein.
256.

Upon information and belief, Taconic has or had a written policy requiring

Taconic Employees to provide their PII and W-2 information in connection with their
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employment with Taconic in order to verify their identity, receive compensation and in order for
Taconic to have complete employee records for tax purposes, among other things.
257.

Plaintiffs and Employees provided various forms of PII and W-2 information to

Taconic as a condition precedent to their employment with Taconic, or in connection with
employer sponsored benefits, in accordance with Taconic’s written policy.
258.

Understanding the sensitive nature of PII and W-2 information, Taconic implicitly

promised Plaintiffs and Employees that it would take adequate measures to protect their PII and
W-2 information, and in fact had a duty to do so.
259.

Indeed, a material term of this contract is a covenant by Taconic that it will take

reasonable efforts to safeguard the Employees’ PII and W-2 information.
260.

Taconic’s current and former employees, including Plaintiffs, relied upon this

covenant and would not have disclosed their PII and W-2 information without assurances that it
would be properly safeguarded. Moreover, the covenant to adequately safeguard the Plaintiffs’
and Employees’ PII and W-2 information is an implied term, to the extent it is not an express
term.
261.

Plaintiffs and Employees fulfilled their obligations under the contract by

providing their PII and W-2 information to Taconic.
262.

Taconic, however, failed to safeguard and protect Plaintiffs’ and Employees’ PII

and W-2 information. Taconic’s breach of its obligations under the contract between the parties
directly caused Plaintiffs and Employees to suffer injuries.
263.

Plaintiffs, on behalf of themselves and those similarly situated, respectfully

request that this Court award all relevant damages for Taconic’s breach of contract.
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AS AND FOR A SIXTH CAUSE OF ACTION
(Breach of Fiduciary Duty)
264.

Plaintiffs reallege and incorporate by reference all prior allegations as if fully set

forth herein.
265.

Plaintiffs bring this Claim on behalf of themselves and the Class under New York

266.

Taconic, as the employer of the Taconic Employees, collected and stored highly

law.

personal and private information belonging to Plaintiffs and members of the Class.
267.

By virtue of the relationship between the parties and the Taconic's collection of

highly personal information, a fiduciary relationship arose between Taconic and the Plaintiffs
and Class Members that is actionable at law.
268.

By virtue of this fiduciary relationship, Taconic owed Plaintiffs and the Class

Members a fiduciary duty to take all reasonable steps to safeguard the PII and W-2 information
that it collected and stored; to warn Plaintiffs and the Class when it learned that the security of
the collected data may be vulnerable; and to immediately and fully notify Plaintiffs and the Class
when it knew that its cyber security systems had been breached. This duty required Taconic to
ensure that the interests of Plaintiffs and the Class would be adequately cared for, both before
and after the security breach. By virtue of its duty, Taconic owes Plaintiffs and the Class
assistance in protecting themselves now that a breach has occurred, from financial fraud, tax
fraud, and other forms of identity fraud described herein.
269.

In the event that the Court finds that this Claim may not be raised on behalf of the

Nationwide Class, Plaintiffs and the Class bring this Claim on behalf of the New York Class
under New York law.
{M1411028.1 }

56

270.

As a result of Taconic's breach of its fiduciary duties, Plaintiffs and the Class have

suffered actual damages, and prospective damages that are reasonably likely to arise.
271.

Taconic has taken insufficient steps to protect Plaintiffs and the Class from

these reasonably likely prospective damages, and Plaintiffs and the Class therefore also request
equitable and/or injunctive relief to require Taconic to take steps to prevent the forms of identity
fraud alleged herein.
AS AND FOR A SEVENTH CAUSE OF ACTION
(Negligence Per Se – Violation of N.Y. Labor Law § 203-d)
272.

Plaintiffs reallege and incorporate by reference all prior allegations as if fully set

forth herein.
273.

Plaintiffs bring this Claim on behalf of themselves and the Class under New York

274.

Pursuant to New York Labor Law Section 203, "[a]n employer shall not unless

law.

otherwise required by law:…(c) Place a social security number in files with unrestricted access;
or (d) Communicate an employee's personal identifying information to the general public." N.Y.
Labor Law § 203-d(1).
275.

"[P]ersonal identifying information" is defined by the New York Labor Law as

including an individual's "social security number, home address or telephone number, personal
electronic mail address, Internet identification name or password, parent's surname prior to
marriage, or drivers' license number." N.Y. Labor Law § 203-d(3).
276.

New York Labor Law Section 203 is intended to protect employees such as the

Plaintiffs (and members of the putative Class) from the type of harm that occurred as a result of
the Data Breach.
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277.

Taconic's acts and omissions were unlawful and in violation of N.Y. Labor Law §

203-d because Taconic sent one or more electronic files containing hundreds of Employee Social
Security Numbers and various other forms of PII to cyber-criminals via e-mail on January 30,
2017. The files were unencrypted and no security measures were taken to prevent the email or
information therein from being endlessly circulated and accessed.
278.

Moreover, Taconic had not put into place any policies or procedures to safeguard

against such violations, or any such policies or procedures in place were wholly inadequate to
safeguard against such violations, as is made evident by Taconic's susceptibility to a phishing
scam (of which it should have been aware by way of even minimal data security training), the
fact that the files containing its Employees' PII were emailed in an unencrypted format, and –
rather than destroy its form Employees' PII as is a basic data security practice – Taconic
continued generating Form W-2's for individuals who did not work for or receive compensation
from Taconic in 2016.
279.

Accordingly, Plaintiffs, on behalf of themselves and the Class, respectfully

request that this Court award statutory damages, compensatory damages, and injunctive relief for
Taconic's violations of N.Y. Labor Law § 203-d.
PRAYER FOR RELIEF
WHEREFORE, Plaintiffs, on behalf of themselves, the Class, and the sub-class set forth
herein, respectfully requests the following relief:
a.

That the Court certify this case as a class action pursuant to CPLR 902, appoint
the named Plaintiffs to be the Class representatives and the undersigned counsel
to be Class counsel;

b.

That the Court award Plaintiffs and the Class appropriate relief, including actual
damages, statutory damages, compensatory damages and punitive damages;
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c.

d.

That the Court award injunctive relief requiring Taconic to safeguard the Taconic
Employees' PII and W-2 information now and in the future;
That the Court award Plaintiffs and the Class pre-judgment and post-judgment
interest;

e.

That the Court award Plaintiffs and the Class attorneys' fees and costs Pursuant to

CPLR § 909 and other applicable laws, together with costs and disbursements
incurred in this action; and
f.

That the Court award Plaintiffs and the Class such other favorable relief as

allowable under law or at equity that the Court deems just and proper.
Dated: April 18,2018
McNAMEE LOCHNER P.C.

By:

I. DaTbec, Esq.
lacoh P. Lamme,Esq.
Scott C. Paton, Esq.

Attorneysfor Plaintiffs
677 Broadway
Albany, New York 12207
Tel.(518)447-3348
Fax (518)867-4748
Email: dalbec@,mltw.com
lamme@,mltw.com

paton@,mltw.com
-and-

FARACI LANGE,LLP

Hadley L. Matarazzo, Esq.
Kathryn Lee Bruns, Esq.
Counselfor Plaintiffs
First Federal Plaza

28 East Main Street, Suite 1100
Rochester, New York 14614
Tel.(585)325-5150
Email: hmatarazzo@,faraci.com
kbruns@faraci.com
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